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Introductions

A Word From My Lawyers:
The views and opinions expressed in this presentation are those of the speaker and do 

not necessarily reflect the views and opinions of his employer.

Adam Kuhn
Director of Product Marketing
OpenText | Discovery

@AHKuhn
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Agenda
• Policy considerations
• Tools for investigations
• Application data
• Text and chat data
• Call and contact data
• Picture data
• Browser
• Summary
• Q&A
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Policy considerations
Your cellphone is special
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Cell phones and cloud storage as evidence

BYOD
Bring Your Own Device 

Personal phone/cloud 
service corporate use policy

Unoffical BYOD
Personal phone/cloud 

service, but occasionally 
used for work

COPE
Company-Owned, 

Personally-Enabled phone
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Tools of the trade
Now is a good time to check Amazon Prime
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Tools used in Mobile Investigations

1. SIM Reader Using a SIM card reader, it is 
possible to access the information on the SIM 
card from EnCase Mobile Investigator.

2. Faraday Bag Gives the examiner piece of 
mind that no signals are being transferred while 
they are in possession on the device. ***Use 
patented versions only.
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Application data
We know when you downloaded an unauthorized app
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Mobile Device Examination - Artifacts
*EnCase Mobile Investigator automatically parses data from these applications:
Messenger Apps Messenger / Platform Apps

BB Messenger Chrome

Facebook Messenger Facebook
Skype Gmail

Jott Messenger Instagram

KIK LinkedIn
Pinger Firefox

Telegram TextFree

WeChat Twitter

VoiceMail Tinder

Whisper Snapchat

WhatsApp YikYak

TextPlus Vkontakte

Misc Apps

DJI Go

Evernote
Fitbit
Google Maps 
Mail.ru

Presenter
Presentation Notes
Note that this is important for list building
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Mobile device examination – iOS Example
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Mobile Device Examination – Android Example
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Text message data 
The real reason we own smartphones
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Mobile Device Examination – SMS and MMS

Presenter
Presentation Notes
Text data can tell a story in conjunction with App data. 
We identified WhatsApp as an app in the previous investigation. 
Now we see there are some text messages being exchanged back and forth leading up to the installation of WhatsApp.
I wonder what they were talking about in WhatsApp?
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Comparison of raw XML output to parsed

Presenter
Presentation Notes
Example of raw XML chat log output versus parsed layout for review
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Analyzing text data with unsupervised machine learning

java
coffee

starbucks
espresso

bean
latte

CONCEPT 34

indonesia
sumatra
island
java
beach

bali

CONCEPT 76

software
development

script
java
code

compile

CONCEPT 149

“Java”

Presenter
Presentation Notes
Use AI to identify codewords



OpenText Confidential. ©2019 All Rights Reserved. 16

Humans find and code 
relevant documents1. 2. 3.Machine suggests more 

relevant docs
Humans review them, 
adding to the training

Analyzing text data with supervised machine learning

Presenter
Presentation Notes
Use AI to prioritize review



OpenText Confidential. ©2017 All Rights Reserved. 17

Call and contact data
People do still use smartphones to make calls
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Mobile Device Examination – Contacts list

Presenter
Presentation Notes
Here is our interesting conversation again. 
First, we identified WhatsApp on the phone.
Second, we identified texts between the target and Sal on installing the app.
Third, we see that the target had Sal as a saved contact in his phone and that he was contacted 14 times.
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Contact analysis: Communication map

Presenter
Presentation Notes
Map sender/receiver patterns to identify communication trends and people 
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Mobile Device Examination – Calls

Presenter
Presentation Notes
Here is our interesting conversation again. 
First, we identified WhatsApp on the phone.
Second, we identified texts between the target and Sal on installing the app.
Third, we see that the target had Sal as a saved contact in his phone and that he was contacted 14 times.
Fourth, we can pull a log of all those calls and see that most of them are 0 minutes long (interesting) but that one call was 12 minutes long.
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Activity analysis: Histogram

Presenter
Presentation Notes
Push the data into a visualization to understand the peaks and valleys of activity and the boundaries of normal



OpenText Confidential. ©2017 All Rights Reserved. 22

Picture data
It really is worth a million words
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Picture data
• EXIF data is the automatically captured 

metadata related to a picture
• Answers “when, where, and how”
• Usually includes:

• Date and time
• GPS data (latitude, longitude, etc)
• Photo settings (aperture, orientation, etc)
• Device information (model, software, etc)

• EXIF data is captured by default
• And most platform providers will preserve it 

by default

Presenter
Presentation Notes
Exchangeable image file format 
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Apple iOS Artifacts

Presenter
Presentation Notes
Question: Where was our target when they took this picture?
Step 1: Capture EXIF data
Step 2: Export latitutde / longitude into Google Earth
Step 3: Use Google Street View to see the whole context of the picture
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Browser data
There’s a record for that
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Mobile Device Examination – Web history



OpenText Confidential. ©2019 All Rights Reserved. 28

Mobile Device Examination – Web history

Presenter
Presentation Notes
This is the standard XML output of a web browsing log
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Web history example

Presenter
Presentation Notes
In case you were wondering why this might be relevant to the case… basic searches like this are plain as day in the browser log
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Protip: “Private” or “Incognito” browsing won’t save you
• Safari Suspend State

• BrowserState.db indicates ‘private_browsing’

• Document UUID – name of cached image, shows browser tab

Presenter
Presentation Notes
More interesting though, what kinds of websites were visited in secret?
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Mobile Device Examination – iOS Web history

Presenter
Presentation Notes
We can even find match the thumbnails for those visits
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Lessons about smartphone 
investigations
Lightning round



OpenText Confidential. ©2019 All Rights Reserved. 33

Key takeaways:

• Prepare lists ahead of time
• Anticipate physical device issues 
• Collect and preserve early
• Conduct multifaceted analysis
• Learn throughout the investigation
• Update those lists
• Document the workflows
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Learn more about OpenText Discovery

For more info & a free demo:
opentext.com/campaigns/ediscovery

The gold standard in forensic-grade e-
discovery collection & preservation

Award-winning eDiscovery review & 
analysis with integrated AI & analytics

+

=
Unparalleled coverage of the EDRM

+
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opentext.com

twitter.com/opentext

linkedin.com/company/opentext

Thank you!
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Appendix content
Extra slides
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Preserved Data
48,431,250 pages (800 GB)

Collected & Processed 
12,915,000 pages          (210 

GB)

Reviewed 
645,750 pages       (10 

GB)

Produced 
141,450 pgs        

(2.3 GB)
Data actually used in trial:

142 pages (2.4 MB)

What’s needed for Discovery

The Average Microsoft 
Lawsuit (in 2011)*
*David Howard, Jonathan Palmer, & Joe Banks, Re: 
September 9, 2011 Committee Meeting on Preservation 
and Sanctions, MICROSOFT (Aug. 31, 2011), available at
http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/
DallasMiniConf_Comments/Microsoft.pdf

Analysis and AI challenges

Execution and operations 
challenges

Physical and policy challenges

Privacy challenges
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• Reviewing for production
• Analyze received productions
• Early fact finding

Litigation

• Internal compliance
• Regulatory response

• Due diligence
• Data security breach response

Investigations
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File and metadata analysis

Presenter
Presentation Notes
Adam starts – hidden data inside of files just like pictures. Extensions and mime types may be different.
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